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INTRODUCTION

1 Electronic Media Network Ltd ("M-Net") wishes to thank the Department of
Communications {"the DoC") for an opportunity to comment on the Proposed
Amendments to the Broadcasting Digital Migration Policy (‘the draft
amendments”) gazetted on 6§ December 2013.

2  If the DoC conducts oral hearings in respect of these proposed amendments,
M-Net would like te make representations at those hearings.

3  M-Net has a subscription television broadcasting service licence and currently
provides broadcasting services using analogue terrestrial transmission
technology. M-Net is one of the broadcasters (along with SABC, e.tv and
community broadcasters) which will be required to migrate to digital terrestrial
television ("DTT") and is thus directly impacted by the proposed amendments.

4  The draft amendments raise serious legal issues. We have been advised that
they infringe the principle of legality and undermine the rute of law by wilfully
disregarding a judgment of the High Court of the Republic of South Africa.
Given the fundamental legal difficulties with the draft amendments, our

submission will focus exclusively on this issue.

5 M-Net and our sister company, Multichoice, have in numerous previous
submissions and presentations set out great detail our arguments on why an
ST8 control system should not be included in FTA STBs. We will not repeat
these arguments in this submission. However, for the sake of completeness,
weg attach as Annexure A, a summary of the arguments made against the
inclusion of STB conirol in the FTA STB.

6 Our submission will praceed briefly as follows:

6.1 We will start by setting out our understanding of the decision which
the Minister is seeking to implement and the effect of the draft
amendments;
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6.2 We will then consider the judgment of the High Court in the matter of
e.tv/Min of Communications and the implications of that judgment;

6.3 Next, we will explain why the proposed amendments infringe the
principle of legality and undermine the rule of law by disregarding a
judgment of the High Court;

6.4 We will conclude by proposing solutions as to how to give effect to the
judgment in the e.tv litigation.

EFFECT OF PROPOSED AMENDMENTS

7  Inthe Government Gazette of 6 December 2013, a number of amendments are
proposed to the provisions in the current BDM Policy which deal with the STB
control system. Below is an extract of a paragraph which has been added to
both the Executive Summary and the Conclusion and neatly summarises the
effect of the proposed amendments and the decision which the Minister is
seeking to implement:

“...the use of a control system is not mandatory. However, the STBs

will have a control system..."

8  The draft amendments draw a distinction between the implementation of STB
control and the use of STB control. In essence, the amendments propose that
the implementation of the STB control system is mandatory (“the STBs will
have a control system”), but the use is not ("the use of a control system is not
mandatory”).

9 It is clear from the paragraph above and from the detailed amendments
proposed that the Minister is giving direction on STB control in the draft
amendments and, specifically, the Minister is directing that an STB control
system must be included, but that the use of such system will not be
mandatory.
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10 That the Minister is attempting to give direction on the issue of STB control in
policy is significant, because the draft amendments completely disregard a
2012 decision of the High Court that the Minister has no power to make binding
decisions related to STB control and no power to prescribe to FTA
broadcasters how they should manage set top boxes. The details of the High
Court decision are set out more fully below

E.TV /{ MIN OF COMMUNICATIONS AND OTHERS

11 In September 2012 e.tv (Pty) Lid ("e.tv") brought an application in the South
Gauteng High Court, Johannesburg (Case No. 34694/12) ("the e.tv litigation")
against the Minister and a number of other respondents (ICASA, the SABC and
Sentech Ltd).

12 The relief sought by e.tv in that application was for an order, amongst others,
as follows:

12.1 The decision of the Minister in the letter to the SABC dated 10 May
2012 instructing Sentech Ltd to assume responsibility for the STB
control system for FTA DTT is declared to be unlawful and of no force
and effect and is reviewed and set aside.

12.2 It is declared that e.tv and the SABC and other FTA broadcasters are
responsible for the STB control system for FTA DTT.

13 The Court considered the EC Act and the related legislation and concluded that
the Minister's role "is limited to the development of policy"."

14 The Court then considered the legal effect of policy determinations. It quoted
from Akani Garden Route (Ply) Ltd v Pinnacle Point Casino (Pty) Lid® as
follows:

' Para 32 of the judgment

2 2001 (4) SA 501 (SCA)
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"| prefer to begin by stating the obvious, namely that laws, regulations
and rules are legislative instruments, whereas policy determinations
are not. As a matter of sound government, in order to bind the public,
policy should normally be reflected in such instruments.”

15 The Court also referred to the decision of the Constitutional! Court in /n the
Minster of Education v Harris®, where the Court indicated that the power of the
Minister (in that instance, of Education) to determine policy does not confer a
power to impose binding obligations: "the Minister's powers ... are limited to
making a policy determination and he has no power fo issue an edict

enforceable against schools and learners".

16 The Court, in the e.tv litigation, and with reference to the EC Act, concluded
that “the Minister has no legal power to prescribe or make binding decisions
relating to set top box control” and that "the Minister does not have the power to

[prlescribe to FTA broadcasters how they should manage set top boxes".”
(emphasis added)

17  The Court accordingly granted e.tv the relief sought.

18 In May 2013, and following on from the judgment in the e.tv litigation, the DoC
amended its invitation to local manufacturers to tender for the manufacturing of
the FTA STBs, by deleting the reference to STB control from the tender.

19 Furthermore, on 21 May 2013 the prior Minister announced in Parliament that
the Ministerial Policy would also be amended so as to make the STB control
system non-mandatory. Presumably, that was so as to give effect to the
judgment referred to above. The digital migration process was thus eventually
poised to proceed apace.

20 However, despite the court decision in the etv litigation and work already
started by the Department to give effect to that decision, the new Minister
elected not to abide the decision of the court, but instead convened round table

32001 (4) SA 1267 (CC)

4 Paras 37 and 38 of the judgment
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discussions in September 2013 with a view to reaching consensus amongst the
key stakeholders as regards STB control capability.

21 Unfortunately, consensus could not be reached in the Roundtable Process and
the Minister took the matter of amending the BDM Policy, with regards to the
STB Control system, to Cabinet on 27 November 2013 for a decision to be
taken on 4 December 2013. At this meeting Cabinet approved the language
proposed by the Minister, namely that the use of the STB control system would
not be mandatory, but the STBs would have a control system.’

22 It is not clear whether the Minister ever advised Cabinet of the judgment
handed down by the High Court in the e.tv litigation or whether Cabinet was
made aware that a court had determined that the Minister (and by extension
Cabinet) had no authority to make a decision on STB control.

LEGAL PERSPECTIVE
23 In the judgment in the e.tv litigation, the Court states clearly that the Minister —

231 has no power in law to prescribe or make binding decisions relating to
the STB control system; and

23.2 does not have the power to prescribe to FTA broadcasters how they
should manage STBs.?

24 The South Gauteng High Court of the Republic of South Africa has issued a
decision that the Minister has no power in law to make binding decisions
relating to the STB Control system and yet, in what can only be described as
wilful disregard of the authority of the court, the Minister has proceeded to do
precisely that i.e. to make a decision relating to the STB control system.

S Statement on Cabinet Meeting of 4 December 2013

hitp:/Avww.qov.za/speeches/view.php?sid=42446
Paras 37 and 38 of the judgment
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25 The proposed amendments are highly problematic from a legal perspective. By
purporting to regulate STB control, the Minister will be acting outside his
powers in terms of the ECA. By disregarding a decision of the High Court, the
Minister will undermine the rule of law. It is unfortunate that we have to remind
the Department of this, but one of the founding values set out in section 1 of the
Constitution is respect for the rule of law. A fundamental aspect of the rule of
law is the manner in which public power is exercised. We refer in particular to
the obligation of members of Cabinet to act in accordance with the Constitution
( s 92 (3)(a) which addresses the responsibilities of members of Cabinet) and,
specifically, the provisions of section 165(5) of the Constitution which provides
that:

“An order or decision issued by a court binds all persons to whom and
organs of state to which it applies”.

26 M-Net is dismayed at the contemptuous attitude of the Minister towards this
judgment. The Minister cannot disregard a decision of the High Court.

27  Furthermore, it will not avail the Minister to suggest that he is merely acting on
the instructions of Cabinet. The person empowered in s3 of the Electronic
Communications Act is the Minister — not Cabinet. Furthermore, the proposed
amendments to the BDM Policy are in the name of the Minister.

28 If, despite these representations, the Minister were to proceed to amend those
provisions of the BDM Policy dealing with the STB control system as proposed,
those amendments would be subject to judicial review (under the Constitution,
alternatively under the Promotion of Administrative Justice Act, 3 of 2000) on
the ground of unlawfulness..

29 Furthermore, any attempt by the Minister and/or the DoC to give effect to those
amendments - for example by amending the invitation to local manufacturers to
tender for the manufacturing of the FTA STBs so as to require the STBs to
include an STB control system — would be impermissible, and would no doubt
invite litigation to set aside any such amendments to the invitation to tender.




GIVING EFFECT TO THE JUDGMENT OF THE HIGH COURT

30 In order to act within his powers and comply with the judgment in the e.tv
litigation, the Minister ought to abandon and/or delete any amendments which
seek to give direction on STB control and leave this decision to the FTA
broadcasters, as required by the judgment.

CONCLUSION

31 No person, including the Minister of Communications, may disregard a decision

32

33

35

of the High Court.

By virtue of the statement in the judgment in the e.tv litigation that "the Minister
has no legal power to prescribe or make binding decisions relating to set top
box control”, the proposed amendments are impermissible and unlawfut.

If, despite these representations, the Minister were to proceed to amend those
provisions of the BDM Policy dealing with the STB control system as proposed,
those amendments would be subject to judicial review.

Furthermore, any attempt by the Minister and/or the DoC to give effect to those
amendments — for example by amending the invitation to local manufacturers to
tender for the manufacturing of the FTA STBs so as to require the STBs to
include an STB control system — would be impermissible, and would no doubt
invite litigation to set aside any such amendments to the invitation to tender.

M-Net urges the Minister to abide the decision of the High Court and act in
accordance with the judgment of the High Court.

221
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ANMNEXURE “A”
Tie role of an 8773 in digital migration

1 The proposed BOM Policy amendments indicate that use of a control system i3
net rrandatory, but then still require that the FTA 8TB include a control system
io protect government's investment in the subsidized STB market and the local
elzcironics wdustry.  This continued focus on §TB control in the proposed
arnendment tends to neglect two important points about the migrafion to digital
television  The first point is that migration is a simple technological transition
from an clder technology of broadcasting transmission fo a newer technology of
brogdeasting transmission, with the 518 merely being a interim device aiding
consumers fo gontinue 1ecewing the broadeasting signal on older equipment,
Tre second paint is that the ieal economic value for the counlry of this
migration to a more efficient means of digital transmission is the freging up of
raiflo frequency specirum in high dernand spectrum 1L is nat the short term

manufactire of an inlerim device This is nighlighted in more detai below,

Curently, FTA television viewers receive an analo ue broadeasting signal
which s disp/ayed on thelr analo ue tefevision sei Thig 1s demonstraiad in the

diagram below

D TH st
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3 With digital migration, every single terrestrial television household will need to
acguire an 8TB by tne dale of analogus switch-off in order to be abie to
continue o receive television broadeasting services post thal dats i other
words f a housghold has not acquired an STB by that date, it will no fonger

receive any television broadgeasting services.

4 A BTB 15 reguired because most South Africans own analogue television sets
The STB s essentially a2 converter. il converts tha digital television signal for
reception on an analogue television set This s demonstrated in the dagram

‘below

A

Ral enot decockr
fssrsiabus eapict b
W

5  The nead for an STB is fransitional, since new television sets are heing
manufactured with a digital converter already built in, so a separate STB is not

required for these television sets. This is demonstrated in the diagram below




[5.3)

L

This is the situation in the DK, where the FTA STB for DTT has been regarded
as a temporary digital adapior for viewing FTA services on outdated analogue
telavision sets during the digital migration peried. Since 2009 manufacturers 1n

that markel have baen integrating digila’ tuners into their digital television sets.

Manufaclurers 0 the near fulure will cease o manufacture analogue lelevision
sets altogether, making these ST8s in the UK market redundant (see Figure 1
heiow). There s thus a return to a normal situation of only requiring one device

- lhe television se! - for the reception of and viewing of FTA,

rowever, if STB control is implemented in South Africs by encrypiing FTA
broadcasting services or requiring some cther form of encryplion that requirés
an STR for reception of the digital signal, this natural process will not oceur
The STB wili become a permanent device and consumers will forever require
an STEB in addition 10 a digital television set in order 10 be able o view FTA
television. Some parties have proposed that there s a technical solution 1o this
problern - commaon interface (Ci) siots could be added to television sets fu
attach CA modules which woutd cater for STB control, hut these would cost
almost as much as an external STE and, for this reason, would not be a viable
solution. As a consequence. South Africa would remain locked into a costly
STB nontrol solution that will not allow consumers to benefit from the high

224
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volurrie of mass-produced digital telsvision sels which are becoming available

at ever decreasing prices in other unsdictions.

Figure 1: Television households with iDTVs in the UK®

T Syziems iciekipence Service

By = B o i Qg B amr

W et s Wi £F by gt Taner

What is STB control?

9  The proposed BDM policy amendments continue to refer 1o STB controt without
indicating or defining what this entails. In fact, STB control has never beert
clearfy_defined in policy, law or standards in South Africa, however the temn
appears {o be used {o refer 1o a proposal which will require the deployment of
conditional access ("CA") technology embedded in the STB fo decrypt or
unscrambie signais so that the service is capabie of being viewed by television

VieWers.,

10 The insistence by certain stakeholders and government an the inclusion of ST
control in & FTA STB is highly unusual. CA technology is traditionatly used by
Pay TV operators so that only subscribers {o those services may view those
services.  Although this technology is cosily to implement and operate, 1t is
critical for Pay TV operators, since if enabies their collection of subscription

revenue.

This figure 1s based on 2013 datz by IHS Screen Digest and illustrates the natural progression lo
iDTvs as analogue lelevision sets reach the end of their lifespan
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11 The proposed BOM policy amendments even agraa with thiz assessment that it
is a Fay TV technology when they state thal "to avoid subscription
broadcasters unifainy benefitting from the STB contiot system, Government’s
investment in the STB Control System will be recovered from those
siibscrption broadcasters that choose (o make use of the STB Control
Systemn "7 This raises the policy question of why goverament s funding the
inclusion of an expensive Pay TV technology in the subsidized FTA ST8, and
requiring its inclusion mn the retail FTA STB, thereby increasing the cost for
manufacturers and consumers whan there is no discernable public interest
benefit for doing so | is useful to consider tha history of how this issue of 8TB

control arpse when considering this question.

i2  The history as 1o how the issue of STB control arose w pianming for South

Africa's digital migration is as follows.

121 A “gontrol mechanism® in the STB was referred to in the Ministeriai
Palicy of 2008 t¢ ensure thal Treasury's subsidized STBs would only
work within the South African DTT network to prevent Treasury's
subsidized STBs jeaving the country and being used elsewhers in
Africa. The nature of this contrel mechanism was noi elaborated

upan in the policy.

12.2 Some local manufacturers were of the view that the inclusion of a CA
systemn could provide such a control mechanism and af the same time
prevent the South Afican market being flooded with low cost S$TBs

from Asia.

: Insertion afier paragraph 5.2.2.7 of the Policy by paragraph 5.1.2.7 {A}, Government Nolice No. 954,
Government Gazette No.37120, 6 December 2013, p 6
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12.3 At the time, namely in 2008, the terrestrial broadcasters {the SABC,
a.tv and M-Net) appreciated those concerng, bul were unanimous in
opposing the encryplion of FTA television broadcasting signals. This
unanimous opposition is reflected i the minutes of a workshap held
by the South African Bureau of Standards ("the SABS") on 20 August
2008 1o discuss the STB specification,

12.4 The tarm "STB control” was then used for the first time to refer to a
secure and robust systerm which would protect Treasury's investment
in subsidizing the FTA 8TBs, but without the encrypiion of FTA
television  broadcasting signals, differentiating the "controf
mechanism" from the full CA used by Pay TV operators

12.5 This was reflected in the first Request for Proposals (RFP) issued by
the FTA broadcastsrs (the SABC and e.tv), after the publication of the
FTA STB standard {SANS 862.2009). The RFP clearly indicated that
the FTA broadcasters wanted a low cost solution appropriate to a
FTA market with no encryplion of those services/si nals

We raise this history to demonstrate that while the BDM Policy contemplated a
"sontral mecharism®, this mechanism was originally not intended o include the
encryption of the FTA broadeasting services or the offering of Pay TV services
on the FTA 8TB.

The understanding of what is meant by a "control mechanism” or "STB control”
has changed over time In our view, the term has been hijacked by certain
commaercial interests which contempiate the full CA system used by Pay TV
operators being incorporated in the FTA S§TB.

In August 2013, M-Net contracted Futuresocurce, an independent research and
consulting firm in the UK which focuses on the entertainment and relaled
industries, to weniify whether any other countries in the world which had
embarked ugon digita! migration had mandated the encryption of FTA television

broadeasting services.

227
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1

The research found that no other count  had mandatea the encryption of FTA
broadcasting services  Althaugh a number of countries (including the UK the
Metherlands and Singapore) debaled this possibilily | was ultmately rejected
for & variety of factors, inciuding cost considerations, the inappropriatenass of

encrypting public broadcasting services and competition issues

Some countries have provided for the optional inclusion of CA sofiware, but
without the encryption of the FTA broadcasting services (Tanzania. Malaysia}
These countries will, no doubt, be cited by proponents of 8TB control, but even

i |hese cointrias we ohserve that;

174 The optional inclusion of CA was not funded by the government but

by commercial operators

17.2 Those cormmercial operators included CA so as (o enable them to
provide Pay TV services on DTT

17.3 The FTA Dbroadecasiing services continue {o be broadoast

unencrypted

An analysis of digita. terrestrial migration worldwide indicates that many
countries have commenced and some have successfully completed the

process of digital migration without STB control,

With regard to the optional inclusion of ST8 control or CA where ¢commaercial
operafors consider this to be a requirernent for their future DTT plans, M-Net
has always been of the view that any operater may elect to include STH control,
nrovided that this is funded by that operator and not by government,

The FTA [grestial environinent mugt be distinguished from the satelils FTA broadcasting
envionment, In lhe fatter envirenment the broadcastar's satellite footprint may extend beyond the
terrtory for which the broadcaster has securad the rights to broadeast the content included In its
broadcasting service. That broadeaster would have to use CA to ensure thal its service is not
capable of being viewed In terrtories in which the broadcaster doss not have the rights fo the
content, For example, in 2012, e tv {eBolswana) successfully sued Sentech when the Sentech
encryption failed and the SABC channels were broadcast into Botswana resulling in unlawhil
competition with the eBotswana channals in Botswana

228
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20 The fact that the proposed BDM Poiicy amendments now consider recovering
the costs of the STB controt system from subscription broadcasters that choose
to make use of the STB Control System does nol mitigate concerns about
corapetition issues. cost considerations for consumers who purchase the retail
STE and retal manufacturer costs that wilt indrecily fund subscription

broadcasters who use the system
Arguments and amendments put forward for S3TB control are flawed

21 The arguments set cut below as to why STB controf ought to be mandated in
the FTA STBs have been raised in the BDM Policy and by certaimn supporiers,

Below each argument we expiain why it has no ment

Government needs STB control to, rotect its investment in the subsidization of FTA
STBs 1 e the concern is that those who ac. uire subsidized STB will selt their $18s

across the border and the Treasuny’s investment will be lost]

22  The araft BOM Policy amendments once again highlight this concem when it
states * the STBs will have a control system to protect Government's
investmant in the subsidized STB market”? This is further captured in the
proposed amendment of paragraph 5.1.2 2 where it states "Have a control
system that can be used to prevent STBs from being used outside the borders
of South Africa and that can be used to disable the usage of stolen ST8Bs;". In
cur view, this concern has been significantly overstated. With the South African
FPost Dffice and USAASA, the DoC has devetoped a system with proper
cortrals which will ensure that the 5 million FTA STBs subsidized by Treasury
will only be provided to the poorer households which qualify for the subsidy,
With regard to the risk that subsidized STBs will be sold outside South Africa,

we submit the following:

? Amendmeni of paragraph 1 af the Executlve Summary, and Amendment of paragraph 9 of the Policy,
Governmant Natice No. 954, Government Gazette No.37120, 6 December 2013, p.4 and p.6.




22.1 if subsidized TV households sell the STB after analogue switch-off
they will no longer have access to television broadcasting services
and switching the STB off wili not assist them or government «

compleling the migration to digital

222 The market for the sale of subsidized STBs is much more likely to be
local These STBs will be sold to South African television houssholds
who have not recaived a subsidy ar to outiets like Cash Converters,

rather than to neighbouring countries

23 The nsk s so minimal it does not justify the cost of the STB conirot system

being imposed
ST8 confrot will -rotect local manufacturers from chea: forei n-mors

24  The BDM Policy amendment alludes to this concern when it states " the 8TBs
wiil have a control system to prolect Government’s investment 1n the subsidized
STB market and_the local electronics mdust  “(our emphasis)

25  Initislly canain manufacturers (notwithstanding the costs) were supportive of
STB control because the inclusion of this proprietary element would mean [hat

low cost $TBs manufacturad in Asia would not work in South Africa.

26  However, since then mechanisms have been introduced to ensure that local
manufacturers benefit from digital migration :

{a) the Department of Trade and Industry has imposed an import duty of 16%
on all imported ST8s; and

(b} the tender for the manufacturing of subsidized $TBs will only be awarded to
local manufacturers with suitable BEE scores.

27  Thus, STB coniral is no longer necessary to protect local manufaciurers. In fact

STB centrol has a negalive impact in that it raises the costs and increases the

timelines for delivery for local manufaciuvrers.
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Government needs STB control 1o address its citizens throu. h mass messa n

28

29

30

31

The proposed amendment to paragraph 5.1.2.6 ¢f the BDM Policy reads, "have
a controi system thal gan he used to enable mass messaging.” This does not
make sanse as the specifications for FTA §TBs which have been delermined
by the South African Bureau of Standards (SABS), already include the technical
capability {through a royafty-free system known as MHEG 5) to offer application
services which wilt allow government information to be conveyed to cifizens on
a one-to-many basis withcut the need for STH control  As part of the M-Net
OTT fnal, we used this capability to design and demanstrate an application
service that could ba offered by the Department of Home Affairs.

Some stakeholders in the past have suggesisd using STB control for individyal
messaging, but an STB is not an optimal cevice fo engage with citizens
ndvidually # is not a personal device, but rather a household device
Government afready has the means to communicate with citizens on an
mdividual basis. namely the mobile phone, which has a built-in return path for

two-way communications,

in the cases of emergency, govemment is already able to communicate with
people in specific regions and in the regional language through radic, and
nationally using television. Emergency messages are also regulated by ICASA
so that @)l broadcasters are obliged to interrupt programming tc convey
emergency messages at the behest of the regulator or public service

institufions.

In tight of the above, it is recommended that paragraph 5.1.2.6 be deleled or if

kept instead be amended by the inserlion of "be capable of mass messaging:”
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Government needs STB gontrol for access to | overnment information and services

32 The proposed amendment to paragraph 5.1 1 of the BDM Polcy read.
" These boxes will also serve ag mporant tools that can be used for access
to government Information and services if STB copbol 15 used b
broadcasters.'® This ts a totally rew amendment as if creates for the first ime in
the BDM Policy a link between the use of STB control and access fo

govemment information and services

33 This proposed amendment to 5 1.1 should be delsled as inforrnation and
sarvices, including those provided by government, wifl be delivered using
MHEG 5 which is the ppen standard TV middleware or application programme
nierface contained @ the specifications for FTA STBs published by SABS
MHEG 5 does nof reguire STB control in order o deliver information and
services as applications to the FTA 8TB, nor do broadcasters require STB
contrel in order to provide access to MBEG § information and service apps

34 )f the insertion is because of some thought of using the FTA STB and STB
control for some type of e-transactions it should be kept in mind that the FTA
STB has no raturn path, nor 1s the STB an optimal device to angage with
ciizens individually it is not a personz! device, bui rather a household device
and any CA encryption terminates before the TV set [display). Government
already has the means to communicate with citizens on an individual basis and
engage in e-transactions. namely the mabile phone, which has a built-in return
path for two-way communications,

Government neads STB control for a secure over the air downicad feature

35 The amendment of paragraph 5.1.2.4 of the BDM Pclicy by the insertion of “that
can be used” suggests that government views this feature to enable service
anhancement over the STB lifetime as being part of the STB controf system.

5 Amendment of paragraph 5.1.1 of the Policy, Gavarnment Notice No, 9534, Government Gazetle No.37120,
6 December 2013, p 5
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This is an incorrest view the secure over-the-air software downioad feature
does not require encryption of the FTA signal or a third party CA provider as the
specification for FTA 5TBs published by SABS makes provision for the use of
the DVB System Software Updale mechanism (DVB-S8U simple profig)
specified in ETS! TS 102 006 for this purpose. Therefore it is proposed that no
amendment to be made to paragraph 5.1.2.4 as it Is correct as it currently
appears in the BDM Policy.

ST8 control is re -uired to protect FTA content

37

38

e.tv has argued in the past that that STB control is required by the Holiywood
studios to protect high-definition ("HD") content. Once again, this issue has
already been addressed in the official standard published by the SABS (SANS
862:2012 (Edition 2)), which requires the inclusion of High-bandwidth Digital
Content Protection ("HDCF") for this purpose.

HDCP technologies protect HD digital motion pictures, television and audio
against unawthorized interception and copying between a digital 8T8 or digital
video recorder and a digital television or 2 PC, HDCP is a2 specification
daveloped by Intel Corporation to protect digital entertainment across various

digital interfaces,

We know of ne country where the FTA signal is encrypted. It would be strange
if such a requiremeant was placed on South African FTA broadcasters only. For
example, the BBC does not encrypt its OTT signal, and rejected encryption as a
form of content protection on the basis that it would be inappropriate to encrypt
nublic broadcasting services' content on DTT.

What would be the impact of mandating STB control on manufacturers?

40

The proposad amendment in the BDM Policy is very clear that aithough the use
of ST8 control is no longer mandatory, the inclusion of STB confrot in the FTA
STB remains mandatory. This mandating of 8T8 contre! and thereby the
inclusion of CA, would make the STB more complex and costly to manufacture,
and it is likely to take a minimum of 6 to 12 months to manufacture those STBs.
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FTA STBs would therefore only become available in the market at the earliest

in the second quarter of 2014

41 inegrating & secure silicon based CA system in a FTA STB will requirs the

following

41.1 Each such STB manufacturer must be licensed by the appointed CA
vendor.  This will involve a secuwrily audit of the manufacturer's
facilities, the negotiation of a licence agreement, and the payment of
a licence fee (usually in the region of 30 600 suras).

41,2 Aftgr lLicensing by the CA vendor, the technical integration will
commence, depending upon the availability of the CA vendor's

gngineers.

42 This process is detrimemal to new BEE entrants who do not have the
experience in dealing with the complexities which arise from integrating
encryption inte an STB, nor the long term relationships with CA vendors
necessary 10 ensure swift integration. A FTA STB with CA therefore favours

incumbents who have this experience and the relationships with CA vendors
What would be the impact of mandating STB control on consumers?

43  The amendmenis to the BDM policy are vague, so it is not 100% clear if the
rmandated inclusion of 3T8 controt in the FTA STH s as a "sleeper CA or as
an active CA, However, as the stated objective is to protect the subsidized FTA
STBs one assumas the CA is wiil be active, so in addition fo adding to the cost
and mainteriance of the STB, the inclusion of ST control in the FTA STBs
wouid have the following long-term adverse impacts on consumers:

43.1 Every STB in every home would need to be authorized and activated
in order fo be able tv receive and view the FTA broadcasting services,
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432 Once activated the STB would permanently need to be pawered up
to recewe enttlement messages which would allow it {o remain
activated This will have implcations for the national electricity grid
{12 million television households), and increase domestic electnety

cosls

43.3 1f an 8TB ceases to be activated, that housshold will not have access

to television until the STH 18 re-activated

43 4 Viewers will be reguired to call g television cali centre tg have thair
STB enabled or re-activated.  This will require access to telephona
facilities and the ability to afford a ¢ali to a ielevision call centre. In
other words, these wi become prerequisiies to access the “free-to

air" television ‘n South Africa ®

435 Any failure or poor maintenance in the back office system, database
or nationa: -ali centre: s likely to result i viewers or groups of

viewers bemng disconnscted from bme 1o time
What are the cost implications of STB controi?

44 §T8 controt in the forim of CA will add cosis at every level of the value chain
Usually, in a Pay TV system the cost of STB control or CA system is carried by
the broadcaster. However, since i isn't mandatory for any of the broadcasters
in the proposed amendments to use the STB control system it is unclear who
wiil carry the cost of control system, the business system fo manage §TB8s and
the consumer datebase, the call centre, and maintenance of the these systems.
Since government proposes that cost recavery for STB confrol will be mada
fram any subscription broadcasters using the system, it is possible that
governmani wili be liable for the operation and all costs of set-up. See Figure 2

below which maps out the increased costs in the value chain,

5 M-Ne's Sowelo Tral demonsirated that persons using pre-paid cell phones could not afford to
coniact the call centre when access lo the breadeast signal was tost
“ By

y?
(P
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Figure 2: Increased costs throughout the value chain

T level

1) Manufacturers | -

of §T8s

2) Broadcaster or
Government

% 3) Consumers
i
i

!
i

~ Additional cost.

' Who pays

STB  confrol  certification
and licensing

STB hardware {chipsets) to
accomincdate STB controf

ST8B controf system
Business system fo
manage/ controt 8TBs and
consumer dafa base

Call cenler systems,
hardware, staff, elo
paintenance and

management  of these
systems

increases cost of lhe

Manufacturers

Treasury for
subsidized STBs

SABC/e tv/community

' broadcasters/Sentech/
DOC or 3% pary
agency

Treasury funding

[
gTreasury will pay

STB/manufacturer under 1 imore for subsidizing

abova

l FTA STBs

| Consumers  will pay
: more for STBs soid
|

i via retail autlets

L

Figure 3 below sets out the likely costs for an STB control system in the form of
CA which will be incurred by manufaciurers and broadcasters/government, In
the case of the manufacture of the & million FTA STBs subsidized by Treasury,

the manufacturer will simply pass the cosis on to Treasury, which will have to

pay for the 5TBs.
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46 (n addition to the STB control costs that will have {o be paid to the vendor of the
CAJSTE control systems, broadcasters or government will incur further costs for
the business system they will have to purchase from a software vendor (o
maintain and manage lhose systems [n addition, they will have 1o establish a
call cenire to manage the consumer data base, aclivations and gueries from
viewers expefiéncing probiems with installations, their need to change parsonal

delails, ele

Figure 3: Estimated value chain cosis for 5 million FTA ST8s subsidized

by Treasury’

;'Des—cﬁ_ﬁti—o'ﬁ Once off Annusl costs

‘Levet 1 Costs incurred by manufacturer

"Certification of CA system per platform ' R615.000

Additional hardware required per STB (R20) | R100,000,000
Typicai CA royalty per STB "R100.000.000

Total CA cost incurred by ~anufacturer R200,545,000

Level 2 costs for broadcaster or government if no broadcaster uses
_System
q . S g ——— i ——
y CA key safe security system and encryphion R$,800,000 |

s
' R2,240,000

' oA key safe ticense fees annual costs

Businass system to manage/control CA STBs | R122,000,00

“Business system annus! suppori licenses and
i fees

R19 000,000 |

‘Setup cost to establish cali centre R1 15,@00,006“'

Annual call centre cost T 7 R540,000,000

Totai additional cost for broadcaster or R242,800,000 R561,940,000
government

! R Lo o

Exchange rate of R19 for USD ysed in caloutations
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49

From Figure 3 above, it is clear that the implementation STB conirol will result
m a signihcant increase in cost to daliver FTA DTT to viewers in South Africa
As regards the FTA STBs subsidized by Treasury, Treasury will have to absorb
70% of the additional manufacluring costs for the subsidized portion of the
STB

Those paople who do not gualify for a FTA STB subsidized by Treasury will
have 1o pay for the increased cost of the STB,

The nronosed amsndments to the BOM Policy do not address who will pay for
the additional costs which will have to be incurred the management, operation
and maintenance of the STB conirol systems Certainly, government {and
indirectly National Treasury) can ifl-afford to incur those unnecessary additional
costs, especially in circumstances where it they are attempiing to rebuilding the
SABC into a financially sustainable business.

Impact on SABC

50

51

in the immediately preceding subparagraph reference has been made to the
adverse cost implications the mandating of STB conirol in FTA STBs wili have
for any broadcasler using the sysiem or government {and indirectly on National
Treasury} if it has to set up call cenfers, data bases and business systems for
the operation and maintenance of an STB control system. it is not in dispule
that if the SABC were to fake responsibility for the implementation of STB
conirg! it will increase the cost of public broadcasting. The costs incurred by the
SABC would have to be funded by Treasury, similarly f government took
responsibility for the implementation of the STB control system it would have {o
find budget for this itemn that has not previously been part of the Medium Temn
Expenditure Framework (MTEF).

if the intention is that the responsibility for this impiementation be pushed o the
SABC, we would further submit that i is inappropriate that the television
broadeasting services of the SABC, as the national public broadcasting service,
be encrypled. Such encryplion would not accord with the mandate given to the
SABC in the Electronic Communications Act, 36 of 2005 ("the EC Acl™) and the
Broadcasting Act, 4 of 1889, It is noteworthy that in a number of jurisdictions
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this issue was considered and the regulators in, for example, the UK, Italy and
Germany respectively decided that it would be inappropriate to mandaie the
encryption of the FTA broadcasting services.

impact on M-Net and its subscribers?

52

The numercus delays in the Jaunch of DTT have had a uniquely negative
impact on M-Net. The aging analogue technology used by our existing
subscribers has become expensive to maintain and repair.  The cosis
associated with maintaining and repairing the technology which services M-
Net's existing analogue base are borme by M-Net's subscribars,

It is & condition of M-Met's subscriplion broadcasting service licence that if must
broadcast its service in an encrypied form so that it service may only be
received by M-Net subscribers. As a result, M-Net subscribers had o purchase
an analogue STB which decrypts M-Net's fransmission. The implementation of
any form of STR control that would prevent the M-Net decoder from receiving
FTA broadeasting services will prejudice M-Net subscribers — as they would
nead to purchase two STBs in order to continue to receive free-fo-air services
{i.e. M-Net subscribers would have to not only buy a new digital M-Net STB to
replace their analogue M-Net ST, buf would aisg be compelled, if they wanted
to receive FTA broadcasting services, to aiso huy, at their cost, the FTA STBs

incorporating STEB control.).
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